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1. Introduction

It is a stated goal of the ubiquitous computing research
thrust to make the computer “disappear”. One of the most
intrusive aspects about computers today is security man-
agement. Thinking about security places an immense bur-
den on users (e.g.,Is it safe to open this attachment? Should
I accept this cookie? Should I let Internet Explorer remem-
ber my password?,etc.). Moreover, managing security set-
tings is cumbersome, difficult to understand, and often con-
sidered a hassle that is in the way of getting work done [8].

Making security management “disappear” does not only
accomplish a goal of ubiquitous computing – we believe
that it can, in fact, also make things more secure. If users
are bothered less often with dialog boxes that they don’t
understand, then they are less likely to make bad decisions.
Likewise, if users don’t have to go through a difficult secu-
rity setup, then they are less likely to skip that cumbersome
step.

In this paper, we propose a step toward making security
management disappear in certain situations.

Imagine the following situation: you are at a meeting in
a conference room and would like to share a sensitive doc-
ument you just received with members from various orga-
nizations in the conference room. Traditionally, you would
have to have some sort ofa priori trust information from
the intended recipients of your sensitive message (such as
their public keys). Exchanging this trust information is a
cumbersome step, and not everybody in the room may par-
ticipate in the same Public Key Infrastructure (PKI).

Recently, mechanisms have been suggested to exchange
trust information on-the-fly in anad-hocmanner [2], which
would reduce the need for cumbersome setup steps and also
eliminate the need for an all-embracing PKI.

But the ultimate automation of this process would be
if, simply by entering the conference room, all partici-
pants of the meeting became members of some sort of se-
cure group communication scheme they could use to com-
municate with each other. No setup would be necessary,
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no trust information would have to be exchanged explic-
itly. Instead, you would simply send, say, an email to
room123@mycorp.com , which would be encrypted and
sent to all people in the room. By virtue of being in room
123 you would automatically posses the keys needed to en-
crypt the email, and the other participants would have the
keys to decrypt it. Other people not participating in the
meeting would not be able to read your email.

In this paper, we propose and describe a system that al-
lows you to do just that, and - more generally - to use con-
textual information to enable secure ad-hoc communica-
tion. In other words, we track the context of various devices
and group devices based on context. After the devices have
been grouped based on context, a security service uses the
group information to form secure associations.

Also, one would like to maintain secure associations
across different contexts. Continuing with the same exam-
ple, the participants of the conference would like to con-
tinue their secure group communication from the confer-
ence room to a lunch party. This automatically puts them in
a different context. Instead of establishing new secure asso-
ciations, it would be desirable to continue with the same se-
cure association in a different context. This requires track-
ing of various contexts and maintaining secure associations
over the contexts.

The main contributions of this paper are

1. A new framework for expressing, using, and combin-
ing contextual information easily and efficiently.

2. A genericcontextual security servicefor securing ad-
hoc communication using contextual information ob-
tained from the above framework.

3. A way to extend the traditional meaning of context to
enable secure associations over what would be tradi-
tionally considered multiple contexts.

The rest of this paper is structured as follows: In Sec-
tion 2 we explain the notion of context, context views,
context view maps, and how secure associations are es-
tablished using contextual information. In Section 3 we



present an overview of the architecture and some interest-
ing applications. We then wrap up with a comparison of
related work in Section 4 and conclusions in Section 5.

2. Preliminaries

In this section, we first talk about context views and pro-
vide the intuition for using contextual information for mak-
ing security decisions.

2.1. Moving from Context to Context Views

In this paper, though we talk about multiplecontexts, we
actually refer tocontext views. An entity’s context com-
prises an infinite amount of information (location, temper-
ature, noise level, orientation in space, battery level,etc.)
that changes over time. On one hand, this makes it hard
to define the term “context” (see [3] for a discussion of
various attempts to define context). On the other hand,
any given application will only be interested in a minis-
cule fraction of that entity’s context (say, just the entity’s
location and its temperature). We call this limited informa-
tion about an entity acontext view. Intuitively, a context
view is a small part of an entity’s context, typically the part
that a particular application is interested in. A context view
is both dependent on the application observing the context
and the time when the context is observed.

We choose to leave the term “context” undefined, and in-
stead definecontext view mapsas the fundamental concept
in our system.
Definition 1 Let T be the (ordered) set of time,i.e., t ∈ T
is a point in time. Let E and C be sets. We call a function
m : T ×E −→C a context view map. We call E the set of
entitiesand C thecontext view type. We call the elements
of C context views. We call the set E×C themap type of
m.

EXAMPLES. If an application is interested in the loca-
tion of entities, then the context view typeC could be the
setGeo:= Long×Lat of geographical coordinates (where
Longis the set of all possible longitudes andLat is the set of
all possible latitudes). If an application is interested in the
location and temperature of an entity, the context view type
could beGeo×Temp(whereTempis the set of all possible
temperatures). If an application is interested in which room
in a building a given entity is in, then the context view type
C could be the set of all rooms in that building.

The set of entities could be the set of all known users of
a system, or all possible IP addresses, all possible network
adapter hardware addresses,etc.

A context view map might, for example, map from IP
addresses into geographical coordinates (in which case
C = Geo), or room numbers in a building, providing in-
formation about the location of devices.

Each entity can exist in multiple context views. For ex-

ample, one application might be interested in the location
of a particular device, while another application might be
interested in which devices that device is talking to. While
both pieces of information are part of the device’s context,
the two applications would view that context through their
respective views, one mapping from IP addresses to geo-
graphical coordinates, and the other mapping from IP ad-
dresses to sets of IP addresses.

Formally speaking, the two application may employ dif-
ferent context view maps to represent an entity’s context:

m1 : T × IP −→ Geo

m2 : T × IP −→P(IP)

(whereP(X) is the power set ofX.)
The same deviced would, at timet0, be mapped to a

locationm1(t0,d) by one application, and to a set of com-
munication peersm2(t0,d) by another application.

2.2. Building Services using Context Views

Context view maps are used as building blocks for the
entire architecture. An application uses multiple maps that
it is interestedin and fits them into asubscription hierar-
chy. Once the context views have been fit into the hierar-
chy, the application can use a single resultant context view
map or multiple resultant context view maps, depending on
the nature of the application.

Formally, we define the composition of context view
maps as follows:
Definition 2 Let m1 : T ×E1 −→ E2 and m2 : T ×E2 −→
C be two context view maps. Let e1 ∈ E1 and t∈ T . We
define the composition of context view maps m1 ◦m2 : T ×
E1 −→C as follows:

m1◦m2(t,e1) = m2(t,m1(t,e1))

EXAMPLE . If we have a context view mapm1 : T × IP−→
Geo that maps from (IP addresses of) devices to their ge-
ographical locations, and a mapm2 : T ×Geo−→ R that
maps from geographical locations to the room numbers
in a building that those locations correspond to,1 then it
is easy to provide a context view map that maps from IP
addresses to room numbers by simply composing the two
maps:m1◦m2 : T × IP −→ R.

2.3. Where does security fit in?

Using context views, security can be easily abstracted
out into a service. To describe how we provide security
in our contextual framework, a few preliminary definitions
are necessary:

1Presumably, this mapping would not actually depend on the time pa-
rameter.
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Figure 1. Security Service Architecture. The context view providers CVP2 and CVP3 observe devices
and their contexts. CVP1 subscribes to the context views and publishes its own context view map.
That map induces context view associations among the devices (dotted arrows). The security
service subscribes to CVP1, learns the context view associations, and manages the security for
each association (thin arrows).

Definition 3 Let m: E −→C be a context view map. For
any given context view c∈C, we define thecontext view
association ofc underm (written as|c|m) as the set of all
entities that are in the same context view c. This set will
vary with time. Therefore, we have|c|m : T −→P(E), and
for any point in time t

|c|m(t) = {e| m(t,e) = c}

EXAMPLES. If m : IP −→ R maps from devices to room
numbers of the rooms the devices are in, then|r|m(t) is
the set of all devices that are in roomr at time t. More
generally,|r|m represents the devices in roomr and is a
function that maps points in time to sets of IP addresses.
Definition 4 Let m: E −→C be a context view map from
E to C.

We denote the set of all context view associations as
E/m:

E/m= {|c|m | c∈C}
We can view E/m as a function from time to sets of entities.
For each point in time t we have

E/m(t) = {|c|m(t) | c∈C}

EXAMPLES. For ourm above,IP/m(t) would be the set
of all context view associations underm at timet, i.e.,one

element of it would the set of IP addresses of the devices
in room 123 at timet, another element would be the set
of IP addresses of the devices in room 124 at timet, and
so forth. There is an obvious one-to-one mapping between
rooms and the set of devices that are in those rooms.
Definition 5 A contextual security service form is a ser-
vice that manages secure group communication for each
context view association in E/m (recall that each element
in E/m is the set of entities that share identical context view
values). In particular, a contextual security service man-
ages the context view association for each possible context
view value as a secure group.

EXAMPLES. A contextual security service for them men-
tioned in our previous examples would be a service that
manages secure group communication for all devices in
room 123, separately from that for all devices in room 124,
etc.

Note that a contextual security service has to deal with
dynamic group memberships – as entities change their con-
texts (e.g., move around in a building), the context view
associations lose or gain members (remember thatE/m is
a function over time). A contextual security service there-
fore uses well-established group key distribution protocols
to distribute short-lived keys to all members of a context



view association.
The group key distribution protocol has to be done over a

secure channel. To establish this secure channel, we could
utilize a pre-existing PKI. However, this is not necessary in
all circumstances. A different way of doing this would be
to exchange all trust information needed for setting up the
secure channel (between the security service and the mem-
bers of various context view associations) at some earlier
point. In our example, this could correspond to exchanging
public keys between the security service and the various
devices at the reception desk (when a person/device enters
the building) over a location limited channel [2].

Once the contextual security service distributes keys to
the current members of the various context view associ-
ations, they can use these keys to securely communicate
with each other.

See Figure 1 for a summary of this process. Those en-
tities that fall into the same resultant context view can be
treated as members belonging to the same group and the se-
curity service then helps negotiate security parameters be-
tween the group members.

As mentioned before, using contextual information en-
ables secure ad-hoc communication between group mem-
bers. The context view associations becomesecure associ-
ations.

2.4. Extending Secure Associations across Contexts

Sometimes it may be desirable to extend secure associ-
ations across contexts. For example, entities that formed
a secure association while co-located in a certain confer-
ence room in a building might wish to continue that secure
association even after they leave that room.

Because of our very general definition of context views,
this notion can actually be captured by a single context
view map. We simply define a new “artificial” context view
type, say the binary set{0, 1}. We map all entities that were
once co-located in the conference room to the context view
value “1”, and all other entities to the context view value
“0”. Now, the generic security service described above,
under this map, will exhibit the desired functionality, and
associate entities even after they leave the conference room.

We now look at the architecture, which represents a prac-
tical implementation of the theoretical concepts introduced
above.

3. Design and Applications

3.1. Design

In this section, we describe the design of the security ser-
vice architecture. This can easily be extrapolated to other
services. As shown in Figure 1, there are multiple devices.
There is a set ofcontext view providers(CVPs), arranged
in a subscription hierarchy. The CVPs are implementations

of the context view maps introduced in Section 2. A CVP
publishes an XML encoding of the map type it implements.
Other CVPs can subscribe to the information provided by
one or more CVPs, essentially performing a composition
of context view maps.

The security service uses one context view provider and
maps the various devices into a set of bins, which cor-
respond to context view associations. Once devices have
been arranged in their specific bins, short-lived group keys
can be given to these groups.

Also, as entities keep migrating from their base context,
we have to keep track of the various contexts. Returning to
our example, for a secure association with a base context
being a particular conference room, the set of valid con-
texts may include all locations inside the building. In other
words, if a secure group has been formed inside the confer-
ence room, it can be valid so long as all members are inside
the premises of the building. To capture this we introduce
the concept of anartificial context view provider(ACVP).
An ACVP uses other CVPs to create an “artificial context”.
In our example, the ACVP that does the above will use two
CVPs, one which maps a device to the rooms they are in,
and another which maps a device to the one-bit information
whether it is inside the building or not. It will in turn export
a context view map that implements the desired behavior.

3.2. Sample Applications

Some of the sample applications we envision are:

1. Instant secure email, which uses the above se-
curity service architecture to create instant secure
mailing lists. For example, an email sent to
room123@mycorp.comshould reach all members cur-
rently in that conference room.

2. Secure file sharing applications, which allow mem-
bers in context view associations to securely share im-
portant files or documents.

3. Instant secure groupware, like web conferencing tools
and so on.

3.3. Context Authentication

We would like to point out that our work is not concerned
with authenticationof contexts,i.e., we assume that the
CVPs report correct and trustworthy context views. Ob-
viously, if the CVPsdon’t provide correct and trustworthy
context views, the secure associations managed by the con-
textual security service may be compromised.

We see the authentication of contexts as an orthogonal
issue, but would like to point out two things:

• There has been some progress in context authentica-
tion. See, for example [5].



• Even if the CVPs are unreliable, or untrustworthy,
with some user interaction false information provided
by a CVP can detected. The users can simply ask the
security service to identify all other users that it placed
in the same association, and then verify that this coin-
cides with their expectations.

4. Related Work

Our work addresses the problem of enabling secure com-
munication among a group of entities in an ad-hoc manner,
which is both user friendly and scalable.

There has been a lot of prior work on toolkits for captur-
ing context, with the most popular one being Dey’s Context
Toolkit [7, 1]. Our architecture for capturing contextual in-
formation is similar to Dey’s work but for the definitions
of context, context views and the kinds of mappings we
have defined. There have also been lots of other similar
initiatives [4, 10, 6], which do address particular needs but
our design has been motivated by asimple frameworkfor
grouping devices based on context.

As far as securing ad-hoc communication goes, the resur-
recting duckling model by Stajano and Anderson [9] intro-
duces a preliminary idea for securing ad-hoc communica-
tion. The work by Balfanzet al. [2] builds on this idea and
proposes a solution using location-limited channels. Both
ideas are innovative and help solve the problem of securing
ad-hoc communication. In this paper, we address a simi-
lar issue for securing ad-hoc communication, but for larger
groups. Other solutions don’t deal with that problem effi-
ciently. For example, in [2], trust information has to be ex-
changed over a location limited channel like IR. This can
take quite some time to establish a secure group because
every member of a group has to exchange information with
every other member in the group.

We believe that the solution proposed in this paper is a
reasonable way to secure ad-hoc group communication and
can be used in an effective manner in many situations.

5. Conclusions

In this paper we presented a new scheme for securing
ad-hoc communication using contextual information. We
explained how to use contextual information to form secure
groups. Unlike previous work, our solution easily scales to
large groups. The security management all but disappears
and is handled automatically by a generic security service.
Below we summarize the novel aspects of our work:

1. The use of a context-view architecture to create sub-
scription hierarchies.

2. The use of context views to enable a generic contex-
tual security service to create and maintain secure ad-
hoc associations.

3. Identifying interesting applications, which use the se-
cure ad-hoc associations.

We believe that our solution is a stepping stone for future
work on using contextual information for building secure
infrastructures.
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