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Ubiquitous computing cannot always use traditional enrolment schemes, especially in mobile ad-hoc networks
(MANETS) and global computing infrastructures. In this extended abstract, we argue that entity recognition is more
general than authentication and that ubiquitous computing environments benefit from the entity recognition approach.
Entity recognition schemes do not always require an enrolment phase but rather a process where more or less attention
is paid to surrounding entities depending on their estimated importance. Different applications may require different
ways to recognise collaborators, so we propose a pluggable recognition module (PRM) as an interesting design
approach inthisarea.

In ambient intelligence (Aml) environments [6], where ubiquitous computing, ubiquitous communication and
intelligent user interfaces are combined, it has been envisaged [1] that real people would have a digital-sdf acting on
their behalf. These digital entities are more likely to be artificial intelligence agents following the real person they are
representing — kind of ubiquitous roaming entities. Asinreal life, digital entitieswill encounter unknown entities while
roaming from place to place. A fundamental question concerns the representation of entitiesincluding their naming and
subsequent identification as well as their association with real-world principals. We believe that, in this context, it is
more beneficial to take an approach based on entity recognition, rather than solely on traditiona authentication
schemes like PK1 or Kerberos [2].

Our expectation is that entities are in general virtually anonymous to the extent that identity conveys little
information about likely behaviour. What is important as a prerequisite is not realy “Who exactly does this entity
represent?’ but “Do | recognize this entity as a trustworthy collaborator, whomever it represents?’ We assume virtual
pseudonymity and therefore we do not require the ability to establish the identity of a given entity in absolute terms,
e.g. through globally unique and meaningful X.500 [10] “distinguished names’. Ingead, we ssmply require the ability
to recognise other entities, e.g. through their name, location, digital signatures or other means. Collaboration amongst
virtually anonymous entities is an approach to security in the global computing infrastructure. The Resurrecting
Duckling security policy model [5] is an example of entity recognition; ducklings know that their mother is the first
entity who sent the imprinting key when they were born. They must be able to recognize when the entity with which
they interact is the one who sent the imprinting key, no more. This extended abstract discusses how recognition should
be done to meet the requirements for ubiquitous computing environments.

Ubiquitous computing environments imply MANETSs but include dl other kinds of networks as well. For
example, the current |Pv4 based, NATed, Internet will most likely provide the foundation of any global computing
environment. Many authentication protocols have been devel oped to verify the identity claimed by a principa. We are
currently studying recognition requirements [9] that especially arisein MANETSs and ubiquitous computing and which
do not arisein more traditional networking contexts.

From the above, adaptability to an entity’s capabilities and to legacy authentication solutions is required.
Hence we assume an entity recognition module into which different recognition schemes can be plugged. The design of
that PRM would be leveraged from other work such as pluggable authentication module (PAM) [4] implemented in
Java2 with JAAS [3] amongst others. Auto-configuration, implied by initia collaboration with unknown entities, would
be achieved by choosing and/or negotiating the appropriate recognition scheme. Privacy of the to-be-recognized entity
must be taken into account during the negotiation, in addition to the security of the recognizing entity.

To us, entities are virtually anonymous: any identifier can work as long asit allows for referencing the entity
involved over the required lifespan. This means that the “real” identity in absolute terms is not needed. Therefore
recognition intring cally favours privacy by divorcing the recognition and representational aspects of identity.

The following table describes the current authentication process (AP) and our entity recognition (ER) process.

" Thiswork, still in early stage, is carried out as part of the IST-2001-32486 SECURE project [8].



Authentication Process (AP) Entity Recognition (ER)

A.l. Enrolment: generally involves an adminigtrator or
human intervention

E.1. Triggering (passive and active sense): mainly
triggering (asin A.2), with the idea that the recognizing
entity can trigger itself

A.2. Triggering: e.g., someone clickson aWeb link to a
resource that requires authentication to be downloaded

A.3. Detective work: the main task is to verify that the E.2. Detective work: torecognizethe entity to-be
principal’s claimed identity is the peer’s recognized using the negotiated and available recognition
scheme(s)

E.3. Retention (optional): “preservation of the after
effects of experience and learning that makes recall or
recognition possible” [7]

A.4. Action: theidentification is subsequently used in ) ) o
some ways. Actually, the claim of the identity may be E.4. Action (optional): the outcome of the recognition is
donein steps 2 or 3 depending on the authentication subsequently used in some ways (loop to E.1)

solution (loop to A.2)

Firg of al, human intervention in step A.1 goes againgt the aim of limiting human intervention in Aml
environments. ER is better from this point of view.

By sdf-triggering (step E.1) we mean, for example, an entity recognition scheme that involves the recogniser
monitoring the network and selectively carrying out detective work on (some of) theidentities that are observed.

There isnot an enrolment step at the beginning of the process but it does not mean that no enrolment is done.
Actualy, in step E.3, if the entity to-be recognized has never been met before, somehow what will be retained is going
to be reused the next time this entity will have to be recognized. Depending on the recognition scheme, it should be
more or less transparent, so more or less like the enrolment step in A.1.

Step E.4 isoptional sinceitisnot required if the entity recognition scheme was triggered externaly.

As part of the outcome of any recognition scheme, meta-data should be included to achieve a sufficient level
of confidence in the recognition. Knowing this information is available may help developers building auto-
configuration and coping with false acceptance and fal se rejection for schemes which suffer such errors.

A number of different sensing, recognition and retention strategies can be envisaged for entity recognition
schemes, e.g., reception of an acknowledgement packet from the wireless network interface provides a trigger that
initiates recognition based on the IP address and records the fact that the sender replies to messages (retention).
However, specifying such strategies is the subject of ongoing work and beyond the scope of this extended abstract.

We can show that any authentication process can be integrated into an ER scheme (by doing enrolment at step
E.3) and can also show that some ER schemes are not authentication scheme and thus that the class of authentication
schemes isa proper subset of the class of entity recognition schemes.

So, we should aim to develop a PRM where auto-configuration is present and a large spectrum of recognition
schemes can be used.

Entity recognition, as described above, provides a new context in which we can see that some of the
devel opmentsin authentication systems (e.g. Web self-registration) demonstrate a move away from the more traditiona
enterprise, administered network, and towards a secure ubiquitous computing environment. We expect that exploring
this new context will lead to a variety of interesting approaches for handling network identities which are more suited
to the current networking and application requirements.
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