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Abstract: We describe the WebSIM, an approach that integrates GSM SIMs into the
Internet. The underlying ideais to implement a Web Server inside a SIM, and
to alow for transparent access to it from the Internet.

The contribution of our approach isthat a SIM, which is currently a security
module (smart card) fitted in a GSM mobile phone, becomes also a persona
security server in the Internet. Like any other server in the Internet, it speaks
TCP/IP and processes HTTP requests, e.g. for accessing certain SIM services
(e.g. authentication) via CGI scripts.

The Internet connectivity of a SIM inside a mobile phone can be achieved by
having a proxy host tunnel |P packets to the SIM over SMS.

If we couldn*t predict the Web, what good are we?
Bob Lucky, Vice President Bellcore, 1995

1. INTRODUCTION

Much of today's wireless Internet excitement is focused on the
opportunities created by pushing the World Wide Web out onto mobile
telephone networks.  Micro-browsers and WAP handsets seek to turn the
mobile telephone into a downscale laptop computer. Relatively little thought
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has gone into wondering what the mobile telephone network can bring to the
Web.

Secure, reliable authentication, which is a basic prerequisite for billing
customers for services on a large scae, still has no globally-accepted
solution. Various attempts have been made to provide the required security
technology for the Internet, but none of them has widely succeeded so far.
All approaches have in practice either been considered as too insecure, or too
hard to establish a the user’'s side. With its strong similarity to the
ubiquitous credit card, a smart card is a compelling component but the
required infrastructure for smart card-based solutions has been found to be
hard and costly to set up.

GSM, on the other hand, provides a widely used security infrastructure,
in the form of symmetric keys distributed in subscriber identity modules
(SIMs). More than 250 million GSM subscribers carry around these reduced
size smart cards in their mobile phones. Mobile phones can thus be seen as
“wireless card readers’, with the add-on of providing an 1/O channel to a
user for applications running inside the SIM.

The theme of the current work is that while the Web is bringing its
content to the mobile phone, the mobile phone can bring its trust to the Web.
The idea is to provide the authentication and authorisation capabilities from
the GSM SIM to Web-based applications in a Web-friendly way; viz. as a
Web server. Such a WebSIM, like any other server in the Internet, speaks
TCP/IP and is transparently accessible from Internet hosts via HTTP.
Specific services offered by server-enabled SIMs, for example
authentication, can be implemented on the SIM using CGI scripts.
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Figure 1. HTTP Requeststo a SIM

Technically, this is achieved by implementing a Web server inside the
GSM SIM and allowing for HTTP requests to this SIM and HTTP responses
from it. Seen from the GSM perspective, this HTTP server provides selected
parts of the existing application programming interface of a GSM SIM to the
Internet. This makes communicating with a SIM residing in a mobile phone
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identical to communicating with any Web server running in the Internet (cf.
Figure 1), and the SIM can be transparently accessed from the Internet via
HTTP, e.g. for authentication purposes.

2. THE WEBSIM: TECHNICAL DETAILS

A GSM SIM is an operator-trusted security server in GSM, performing
computations on behaf of the GSM subscriber. The idea behind our
approach, the WebSIM, is to extend the GSM SIMs into the Internet, by
having them to understand a widely-used Internet protocol, HTTP, and to
allow for transparent access over HTTP from the Internet. This means a
GSM SIM residing in a mobile phone is not only a security server in the
GSM network, but also becomes available as a security server in the World
Wide Web, acting again on behalf of the GSM subscriber. We refer to such a
SIM asaWebSIM.

A WebSIM, like any other server in the Internet, spesks TCP/IP and
processes HTTP requests. Technically, this can be achieved by
implementing a small, stripped-down Web server ina GSM SIM and making
the SIMs accessible from the Internet. In this way, communicating with a
SIM in a mobile phone, e.g. for authenticating a customer in the Internet, is
the same as communicating with any Web server running in the Internet.

Seen from the GSM perspective, the idea behind the WebSIM is to make
the interface of today’s GSM SIMs (ETSI GSM 11.11 and GSM 11.14)
partially available on the Internet.

2.1 The SIM’s Web Server

Running a Web server in a SIM is less of a problem than one might think,
in fact such servers for standard (non-GSM) smart cards were introduced in
[Rees 99]. Clearly, a Web server in a SIM is not expected to host large
amounts of information or HTML documents, but to provide a convenient
interface to services of the SIM. These services, most of which will probably
be security-related, can then be accessed via the standard protocol of the
Web, HTTP, and implemented as server-side scripts on the SIM.

It is explicitly not an objective to implement versions of standard Internet
services and protocols that are in full compliance with the specifications that
define them. While fully compliant implementations of existing standards
are certainly desirable, we are willing to give a little on full compliance,
implementing only a strict subset of the specification, in order to realise an
efficient yet useful smart card implementation. This design philosophy could
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be summarised as “It’'s not how well the dog sings but that the dog sings at
al.”

A stripped-down version of the HTTP 1.0 protocol, which just covers the
absolutely necessary part and only allow for one connection at atime, can be
easily implemented with an application of less than 10K bytes inside the
SIM. In particular, we can very elegantly implement this functionality as an
applet on top of aGSM SIM Toolkit platform (ETSI GSM 02.19, 03.19) and
then use the Toolkit's interpreter for server-side scripting. This aso allows
for interacting with the user of the SIM’s mobile phone, since SIM Toolkit
provides also an appropriate API for 1/0 (GSM 11.14).

2.2 Networking

Once we have an HTTP-server running in the SIM we need to connect it
to the Internet. An elegant approach would be to see the mobile phone as a
gateway router that passes | P packets to the SIM. If we do not want to assign
a separate 1P address to the SIM, we could also configure it as a process
listening to port 80 on the mobile phone.

This approach, while technically elegant and easy to integrate into
technologies like GPRS, requires modification of the handset and the
creation of a new ETSI standard. Even if such a standard could be agreed to
in a timely fashion, significant market penetration by compliant equipment
would take at least two to three years. We therefore propose another
approach, which can be implemented using today’ s protocols and mobiles.

The innovation barrier of the ME can be circumvented by a solution very
common in the Internet; viz. a proxy server. We set up a proxy for the SIM
on the Web and have this proxy tunnel HTTP packets through SMS to the
SIM (cf. Figure 2). SMS messages arrive directly in the SIM and can be
processed as required, e.g. by having Toolkit Applets register for such SMs.
Thus, we circumvent the handset by using existing protocols and standards.
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Figure 2. HTTP Tunndlling over SMS

The procedure for proxy-based IP-communication with the SIM over
SMSisasfollows:

1. Anlinternet host sends an HTTP request to the SIM’s proxy.

2. The proxy embeds the request in a specialy tagged SMS and sendsiit to
the SIM.

3. The SIM passes the incoming SM S-encapsulated HTTP packet to the
SIM that has registered to handle such tagged SMS.

4. The HTTP packet is extracted processed by the Web server in the SIM.

5. The HTTP response is embedded in SMS again and sent back to the
proxy.

6. The proxy extracts HTTP response from the SMS and sends it back to the

client in the Internet that sent the request.

As a result, the SIM can be transparently accessible by TCPF/IP and
HTTP from any Internet host. TCP/IP de-capsulation is handled by the proxy
and the HTTP payload passed to the SIM in an SMS message. The response
from the SIM is re-encapsulated by the proxy and returned to the Internet.

The proxy server approach also has some additional advantages since it
can:

— implement afirewall between the Internet and the GSM network.

— guard against denia of service attacks.

— perform address translation (NAT) between the Internet address of a SIM
card and the GSM address of the handset which holds the SIM.
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— perform accounting and billing for WebSIM services
— €eliminate the need for implementing a TCP/IP stack in the SIM

When used in practice, the WebSIM processes HTTP-bearing | P packets,
for example, an URL request such as

http://websim.dtrd.de/+49000000000/sign=(2A49CO01...)

This HTTP request can initiate the signing of the data in brackets in the
SIM of the named GSM phone. After processing the request, which might
consist of running other SIM-internal applications or commands, the result is
sent back to the originating Internet host. Thus, integrating the capabilities of
the GSM SIM into Internet applications is just like communication with any
other Web server on the Internet.

2.3 I mplementation

We have implemented a prototype of a WebSIM and its proxy that allows
access afew SIM services over HTTP. The proxy’s name is websim.dtrd.de',
the SIM is identified by its phone number. The current implementation
provides access to the following services:

a) http://websim.dtrd.de/+49000000000/info
Returns information about LAl and LAC of the SIM (GSM 11.14
PROVIDE LOCAL INFO)

b) http://websim.dtrd.de/+49000000000/si=(iteml,item2,item3,...)
Prompts the user of the phone with aGSM 11.14 SELECT ITEM
command offering the choices listed in brackets, separated by “,”. Each
item isinterpreted as a string, the overall length of all strings must not
exceed 120 bytes. The user’s choice is returned.

¢) http://websim.dtrd.de/+49000000000/gi=(prompt)
Runsthe GSM11.14 GET INPUT command and returns the text that has
been entered.

d) http://websim.dtrd.de/+49000000000/dt=(text)
Runs the GSM11.14 DISPLAY TEXT with the argument supplied.

! Access to the server is restricted.
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€) http://websim.dtrd.de/+49000000000/sign=(abcdef0123456789)
Encrypts the argument (interpreted as a string of hexadecimal characters)
and returns the result.

The length of the arguments (given in brackets) is, for the sake of
simplicity, restricted to fit into one SMS.

231 Proxy Implementation

The proxy isaLinux laptop running an Apache Web server with a couple
of CGI scripts. These CGI scripts (implemented in Perl) take an incoming
HTTP request, embed it in an SM'S message, and send it off to the specified
phone number.

Sending of SMS is done through a GSM mobile that is attached to the
laptop with a PCMCIA modem card, which is used for sending and receiving
SMS. Short messages are sent by turning the modem into TPDU mode
(GSM 07.05), using a tag that causes the message to go directly to the Web
Server application in the destination SIM (cf. GSM 03.48 and GSM 11.14).

Receiving SMS messages is detected by a separate process looping on
the laptop that continuously polls the attached mobile for incoming short
messages which are responses to pending HTTP requests. If an incoming
short message is detected, it is fetched, the HTTP response is extracted and
TCP/IP encapsulated and returned to the Internet client that sent the
corresponding request.

2.3.2 Web Server Applet

The Web server runs as an applet on the SIM Toolkit platform (GSM
03.19) in a Schlumberger Simera SIM. The applet is written in Java, its size
is currently about 7K bytes of Java byte codes. For the sake of simplicity the
applet makes the following restrictions:

a) an HTTP-Request must not exceed one SMS, and one SMS can only
contain one request.

b) the card handles only one request at atime, i.e. thereisno session
management inside the card.

Both restrictions can be easily overcome if needed.

We did not space-optimise the applet code at all; and we believe that it
can be stripped down to a size of about 5K bytes. Noteworthy, adding new
commands to the server Applet does not significantly increase its size: HTTP

2 A more efficient variant would be to connect the proxy directly to the network's short
message service centre (SMSC) which is the store-and-forward point for al SMS

messages.
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can be seen as a general-purpose application launching protocol, and once
the basic HTTP-handling functionality is implemented, adding an extra
command increases the applet only dightly: the difference between an applet
providing only the SELECT ITEM command, and the version handling the
five commands above is only afew hundred bytes.

2.33 Example Request

The HTTP-request http://websim.dtrd.de/+49000000000/info results
in the following response (without HT TP headers):

LAL: 262 01
LAC: 730C

262 is the country code (Germany), Ol denotes the network (D1-
Telekom), and 730C isthe Local Area Code (Karlsruhe, Germany).

Overall processing time depends largely on SMS transport time, which is
usually between 5 and 20 seconds one way. The proxy heeds 3-4 seconds to
send and receive the short messages, the handset and SIM-internal
processing takes roughly another 5-6 seconds. So, the complete processing
of such an HTTP request takes typically about 30 seconds.

3. APPLICATIONSOF THE WEBSIM

The WebSIM is not an application per se: it opens up the SIM to the
Internet and provides an Internet-compliant interface to SIM services. Thus,
it is a horizontal technology (more precisely a middieware) that supports
"dot com" style applications.

We sketch a few of these applications for different domains below. Much
more is possible, and in fact the most promising aspect is that the WebSIM a
very convenient middleware for integrating it into Internet applications.
Rather than having to deal with a different interface to a SIM each time,
Internet applications can access and activate these applets in their own
language, HTTP.

3.1 Provision of a secure |/O channel for Electronic
commer ce

Assume a customer of an Internet bookshop ordered a book for US$ 20.
When ordering it, the phone number of a WebSIM phone was provided, and
the Internet bookshop can now launch a simple HTTP-request such as
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http://www.../+49000.../si=(*** Bookshop:,Confirm%20USD20" ,Cancdl,...)

| #kwBookshop
I8 Confirm USH 20
b Camcal

Figure 3. Screen Shot

This would result in a menu being displayed on the mobile phone of the
customer (cf. Figure 3), and the Internet merchant would have established a
relatively secure 1/0O channel to its customer (or whoever is using the
customer's phone).

The security of this 1/0O channel can easily be enhanced by connecting
over HTTPS to the proxy, or by cryptographic means as we will see next.

3.2 Authentication on the I nter net

Assume Alice wants to authenticate Bob over the Internet, Oscar is Bob's
GSM operator that issued a WebSIM SIMg to Bob. Consider the following
basic skeleton of a protocol:

B® A: +490000000 [Bob's telephone number]
A ® SIMg. http://www.oscar.com/+490000000/sign(RAND)
SIMg® A: hash(Ki; RAND, IMS])
A ® O: https.//www.oscar.com/

verify(RAND, hash(Ki; RAND, IMS]), +490000000)
O® A: yedno

PONPE

o

In step 1 Bob gives Alice the phone number of his SIM. Alice then sends
arandom number (challenge) to the SIMg in step 2. The SIMg returns a hash
of a secret key Ki, the random number RAND, and the SIMs IMSI® to Alice
instep 3.

3 IMSI = International Mohile Subscriber Identity number.
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Alice can now send the response she got in step 3 to Oscar the operator,
who can verify the result. Oscar knows the hash agorithm, the secret key Ki,
and he can associate the phone number with the IMSI that was used in the
encryption. Note that nobody besides Oscar needs to know Ki and hash.
Note also that the messages of step 4 and 5 should be sent over a secure
channel, e.g. by using https://... between Alice and Oscar.

Such a protocol can be easily refined to meet various needs one has for
authentication, like including an explicit conformation from Bob, or a time
samp (for instance taken from the SMS), efc. It is a classica
challenge/response authentication which can be applied to many scenarios
(home banking, access control, etc.), or it can be easily adapted to provide,
for instance, a session key for other purposes. For security reasons, the
scenario can also be used with keys other than Ki, or with a key derived
from Ki.

Essentially, this scenario is based on the principle hat the mobile phone
can be used as a “wireless’ card reader containing a authentication token,
and the security infrastructure of GSM can be easily accessed from the
Internet.

3.3 Physical Access

Another nice example for using a WebSIM is the following one. Assume
pushing your doorbell at home resultsin a request such as:

http://websim.dtrd.de/+49000000/si=(Open,Call Intercom,Cancel)

If you are standing in front of your door and have pushed the doorbell
button, you will of course select “Open” on the menu appearing on your
phone. If not, you can select to be connected with your home's internal
intercom or simply cancel the request if you don’t want to be disturbed.

In the case that you are connected to the intercom (which is in turn
bridged to your mobile handset) you can converse with your visitor and if
the situation warrants it, open the door remotely even if you aren't at home.

34 Handset Configuration

There are a number of SIM services local to the mobile handset that
would be much easier to handle with Web interfaces. For example, the
management of the SIM-internal phone book, which can be very
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conveniently, updated using a Web browser if the WebSIM understands
HTTP POST-methods.

4, CONCLUSION

We have presented the WebSIM, an approach integrates the GSM
security module (SIM) into the Internet. The underlying idea is to integrate
an HTTP server into a GSM SIM, alowing Internet connections to be made
to it. This turns the SIM, which is security server for the GSM subscriber,
into a WebSIM, which is a general-purpose security server for the subscriber
on the Internet.

Such a WebSIM, like any other server in the Internet is transparently
accessible from Internet hosts via TCP/IP and HTTP. Specific services
offered by SIMs, e.g. authentication, can be accessed using CGlI scripts from
Internet hosts.

Seen from the GSM perspective, this HTTP server extends parts of the
existing externa interface of today’s GSM SIMs into the Internet and is
seamlessly reachable from the Internet, acting as a security server for a GSM
subscriber.

The main contribution of our approach isto provide the function of SIMs
in Internet-compliant protocols anyone can use. This means that the barriers
for smart card applications today, 1) the lack of integration of smart cards
into information technology architectures and the World Wide Web and 2)
the complex interaction with cards using APDUS, is overcome by providing
asimple, standard protocol, i.e. HTTP, for accessing SIM services.

A WebSIM can be accessed from anywhere on the Web using familiar
Web protocols, and application programmers do not need to cope with smart
card-specific interfaces any more. As with other servers in the Internet, the
WebSIM processes HTTP-bearing IP packets, For example, an URL request
such as

http://websim.dtrd.de/+491710000000/sign=2A49C01

would initiate the identity application running in the WebSIM of the named
GSM phone.

After processing the request, which might consist of running other SIM-
internal applications or commands, the result is sent back to the originating
Internet host. Thus, integrating SIM-based security into Internet applications
involves the same programming techniques as communicating with any
other Web server on the Internet.
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Sales of mobile handsets are forecast to soon exceed sales of personal
computers. While desktop and laptop computers are great for viewing art at
the Louvre, when it comes to taking action, the mobile handset with its trust-
bearing SIM not to mention its portability may prove to be the primary Web
surfing device. WebSIM enables the mobile to add value to the Web as
opposed to simply receiving content from it.
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